
DON’T LET RANSOMWARE MAKE YOU 
“WANNACRY.”

Questions to ask when disaster strikes. 

HIT BY RANSOMWARE? Now what?

If you have cyber insurance, 
send notice to the insurer.

Hire an experienced attorney to 
protect investigation under privilege.

ASK 3 PARALLEL PATH QUESTIONS.

ARE YOU A COVERED ENTITY 
OR BUSINESS ASSOCIATE?

KNOW HOW IT ENTERED 
THE SYSTEM?

DO WE HAVE 
BACKUPS?

YES NO YES NO YES NO

FULL BACKUP?

ABLE TO RUN 
BUSINESS 

WITHOUT DATA?
HOLD SENSITIVITY DATA 

WITHIN AFFECTED SYSTEMS?

Y

Y N

N

Y N

Y N

Y N

DID THE VULNERABILITY 
ALLOW ACCESS TO PII/PHI?

HIRE FORENSICS 
RETAINED BY COUNSEL

CONSIDER 
HAVING VENDOR 

PAY RANSOM

MAKE IMAGE 
OF AFFECTED 

SYSTEMS & 
RESTORE

HAVE VENDOR 
PAY RANSOM

MAKE IMAGE 
OF AFFECTED 

SYSTEMS

MAKE IMAGE OF 
AFFECTED 
SYSTEMS & 

RESTORE

HIRE 
FORENSICS 

RETAINED BY 
COUNSEL

WAS DATA 
SUBJECT TO 

UNAUTHORIZED 
ACCESS?

TAKE STEPS TO 
ADDRESS 

VULNERABILITY

HIRE 
FORENSICS 

RETAINED BY 
COUNSEL

NEED TO 
NOTIFY 

INDIVIDUALS 
& HHS

IF CAN 
PROVE NO 

UNAUTHORIZED 
ACCESS–

NO NOTICE 
DUTIES

$6 TRILLION
IN RANSOMWARE LOSSES 
EXPECTED BY 2021

NEARLY

50%
OF ORGANIZATIONS HAVE 
BEEN HIT WITH RANSOMWARE

RANSOMWARE ATTACKS DURING THE LAST 12 MONTHS

53%

41%

4% 1% 1%
NONE 1 TO 5 6 TO 10 11 TO 20 MORE THAN 20
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HIRE FORENSICS 
RETAINED BY COUNSEL

Source: Mullen Coughlin

PERCENTAGE OF ORGANIZATIONS
REPORTING RANSOMWARE ATTACKS

Source: The Weekly Standard

For more Cyber Liability 
information or to request a quote, 
email kerry@driscollinsured.com 


